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MWHUCTEPCTBO OEPA30BAHUSA U HAYKU POCCUUCKOW ®EAEPALINA

OENAPTAMEHT rOCYAAPCTBEHHOM MONIUTUKU B COEPE
OBLLEIro O6PA30BAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUA UHO®OPMALINU

JenapTameHT rocygapcTBeHHOW nomuTukn B cdpepe obwero obpasoBaHus MwuHobpHaykm Poccuu
HanpaBnseT AnA cBedeHus paspaboTtaHHble BpemeHHon komuccmen Coseta ®Pepepauun no  pasBuTULO
NHOpPMaLMOHHOTO obLecTBa MeToAMYECKMe peKoMeHAauun O pasMelleHun Ha MHAOPMALMOHHBLIX CTeHAaXx,
omumnanbHbIX UHTEPHET-canTax M Apyrmx MHOPMaLUMOHHBIX pecypcax obleobpasoBaTenbHbIX OpraHM3auunin u
OpraHoB, OCYLLECTBNAIOWMX ynpasneHne B cdepe obpasosaHus, MHGopmaLun o HGe3onacHoOM MNOBEAEHUU U
ncnonb3oBaHum cetn "ViHtepHeTt".

OupekTop JenaptameHTa
A.E.NETPOB

MpunoxeHue

METOONYECKWUE PEKOMEHOALIMA
O PASMELLEHN HA UH®OPMALMOHHbIX CTEHOAX, O®PULIMATIbHbIX
WHTEPHET-CAUTAX U APYTNX UH®OPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30OBATEJIbHbIX OPFTAHU3ALIUA N OPFAHOB, OCYLLEECTBISAIOLLNX
YNPABNEHWE B C®EPE OBPA30BAHUA, UH®OPMALIMN O BE3OINMACHOM
NOBEOEHUMN U UCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemeHHon komuccum CoseTa Pepepauumn no pasBuTUO MHEGOPMAaLMOHHOIO
obLlecTBa B paMKax BbINOMHEHNSI peKOMeHAauUni napaamMmeHTCKUX criyliaHmi "AkTyanbHble BONpockl obecrneveHuns
6e30nacHOCTU U pa3BUTUSA AeTel B MHOPMaLMOHHOM NpocTpaHcTBe", koTopkle npolwnn B Coeete ®enepaunm 17
anpena 2017 r., 6binn paspaboTaHbl MeToOUYEeCKMEe pPeKOMeHAaUuun O pasMeLleHMn Ha WHEOPMAaLMOHHBIX
CTeHAax, oduuuanbHbIX WHTEPHeT-calTax W ApYrnx MHMOPMAaLUMOHHBLIX pecypcax obLeobpasoBaTenbHbIX
opraHm3aumi 1 opraHoB, OCYLLECTBASKOLWMX ynpaBneHve B cdepe obpasosaHus, MHdopmauum o HGesonacHom
noBedeHMn 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckme pekomeHaauum).

MeToanyeckme pekoMeHZauWMW HanpaefieHbl Ha KauyeCTBEHHOE MOBbLILEHWE YPOBHS MHGOPMaLMOHHON
AesiTeNbHOCTU 06LLEeo6pa3oBaTenbHbIX OpraHM3auuii M OopraHoB, OCYLLECTBISIOWMUX ynpaBreHue B cdepe
obpasoBaHMsi, B 4acTM MWHGOPMMPOBaHMSA Yy4YalUMXCs, WX poauTenei (3akoHHbIX npedcTaBuTenen) wu
negarormyecknx paboTHUKOB 06 OCHOBHBIX acrnekTax MHopMaLMOHHON Ge3onacHoCTy.

MeToanyeckne  pekoMeHZaumm No3BonAT  obuwieobpasoBaTernbHbIM  OpraHusaumMsiM U opraHam,
OCYLLECTBMSALWUM ynpaerneHne B cepe obpasoBaHusi, akTyanmanpoBaTb YK€ UCMONb3yeEMblEe U pa3MeLLEHHbIE
NMH(OPMAaLMOHHLIE MaTepuarbl, Tak U NOArOTOBUTbL MX B Clyvae MX OTCYTCTBUSI C YY4ETOM JNy4LIMX MPaKTUK M
pekomeHaauni.

B pamkax MeTogu4eckmx pekoMeHgaumn paccmMaTpmMBaloTCs CreayoLme MHCTPYMEHThI:

1. NHpOpMALMOHHBbIE CTEHAbI;

2. othuumanbHble UHTEPHET-PECYPChI;
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3. cpeacTBa MaccoBOW MHGOPMaLUK (LLKOSIbHbIE ra3eThbl, MeJarormieckne n3gaHus u gpyrue).
UHdopmaunoHHble cTeHAabI

Ha wuHdopmauunoHHblx cTeHgax B 00ueobpasoBaTenbHbIX OpraHu3auusax, pacronoXeHHbIX B done
yypexaeHun m B kabuHeTax, OCHaLLEeHHbIX MepPCOHanbHbIMW YCTPOMCTBAMM ANS Bbixoda B ceTb "VHTepHeT",
pekoMeHayeTCa pasMecTuTb UHOPMALUMOHHBbIE MAMSATKW, COAEepXallue OCHOBHble COBETbl MO obecneyeHuto
NMHpOpMaLMOHHON 6e30MacCHOCTN y4aLLUXCS.

B NPUIoOXeHnn N 1 kK meToaMYECKMM pekoMmeHaaunam npencrasiieH 06pa3eu, NaMATKN And pasMelleHnd Ha
VIHCpOpMaU,VIOHHbIX cTeHaax.

CpeacTBa MaccoBoW MH(opmauumn

B cpegctBax maccoBon MHGOpPMAaLMK, OPUEHTUPOBAHHBLIX Ha OOYy4aloLIMXCA, PEKOMEHOYETCA B TeYeHue
y4yebHOoro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHbIE OTAENbHbIM acrnekTam
NHopMaunoHHON 6e30MacHOCTH, a TakkKe pasnuyHble NamMATKM ObLLEero xapakrepa.

B cpeoctBax maccoBonM MHOpPMaUMKM, OPWEHTUMPOBAHHBIX Ha MeJarornyeckyto  ObLLEeCTBEHHOCTb,
pekoMeHOyeTCA B TeuyeHue KaneHOapHoro roda perynspHo nybnukoBaTb WHGOPMAaLMOHHbIE MaTepuarnb,
MOCBSILLIEHHble OTAEeNbHbIM acnektam WHPOPMaUMOHHON 6e30NacHOCTN Kak HEeCOBEPLUEHHONMETHUX, Tak W
obLleobpasoBaTenbHbIX OpraHuM3auui, a Takke pasnuyHble namMaTkM, 0030pbl  HOpMaTUBHO-MPaABOBOro
perynMpoBaHus gaHHou cdepbl 1 MHAOPMaLMIO O akTyarnbHbIX MEPONPUATUAX U COBLITUSX B JaHHON cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetn "VIHTepHeT" pekomeHayeTcsi obecneuvnTtb
BbIMYCK TEMaTMYECKOro BbIMyCcKa CpeAcTBa MaccoBoW MHdopmauum nmbo cepum nyornuvkauun, cpegu KoTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4alomxcs, UX pogutenen (3akoHHbIX NpeacTaBUTENENn) U
negarormyeckon obLLeCcTBEHHOCTMY.

OdwmumnanbHble UHTepHeT-pecypchbl
O6LleobpasoBaTenbHbiM  OpraHu3auusM pekoMeHayeTcda Ha cBoux oduumanbHblx WHTepHeT-pecypcax

obecneuntb OYHKUMOHMPOBAHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmauunoHHas
6e3onacHoOCTL", B paMKax KOTOPOro npeaycMoTpeTb pasMelleHne criegytoLen nHpopmaumm:

N Pasgen/nogpasgen | ®opmaTt npeacraBneHus CopgepxxaHvne maTepumarnos
maTepuanos
1. |INokanbHble Konuu fokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMaTMBHbIE akTbl B | bopmaTte *PDF CKaHUPOBAaHHbIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYOLWUIA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeLuaTcs AOKYMEHTHI,
obyyvaromxcs pernaMmeHTVpyloLmne opraHm3aumio u

paboTy C nepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUA No obecnevyeHunto
MHopMaLNOHHO BGe3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konun goKymMeHTOB B [My6nukytoTCs akTyarnbHble CBEAEHUS O
perynvposaHve dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
n1ucbLMax opraHoB BnacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernaMmeHTupyloLmne obecneyeHve
MHpopMaLMOHHO Ge3onacHOCTU
HecoBepLUeHHoneTHuX. [lonyckaeTcs
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BMECTO Konumn pasmellaTtb rmnepcchbiyikn Ha
COOTBETCTBYOLWMNE OOKYMEHTbI Ha canTax
opraHoB rOCY,CI.apCTBeHHOVI BnacTw.

3. |lemarornyecknm TekcT Ha cTpaHuue Pasmeluatotca metognyeckune
paboTHukam cavita pekoMeHJaunn 1 ykasbiBaeTcs
Konvn gokymeHTOB B MHopMaLINSA O MeEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpaBneHHbIX Ha

NoBbILLIEHNE UH(POPMALIMOHHOM
rPaMoTHOCTM NeJarorn4eckux paboTHNKOB.

4. | Obyvarowumces TekcT Ha cTpaHuue PasmeluaeTcsa nHdopMaLNOHHasa namMmsaTka
caunTa (npunoxenue N 2) n ykasbiBaeTcs
MHopMaLINGA O MeEpPONPUATUSIX, MPOEKTax
1 nporpaMmmax, HanpasfieHHbIX Ha
noBblWeHne NHHOPMALIMOHHON
rPamMoTHOCTM OBy4atoLnXCs.

5. | Poputensim (3akoHHbIM | TEKCT Ha CTpaHuue Pa3mellaeTcs nHdopmauMoHHas namsTka
npeacraBuTensam) caunTa (npunoxenue N 3).
obyvatomxes

6. |[OeTckue 6e3onacHble | TeKCT Ha cTpaHuue PaameluaeTtcsa nHdopmaums o
canTbl canta peKoOMeHOyeMbIX K UCMOSNb30BaHNIO B

y4yebHOM npouecce 6e3onacHbIx canTax,
GaHHepbl 6e3onacHbIX 4ETCKMX CalToB.

OpraHam, ocyLLeCTBNSAKLWNM ynpaBneHne B cdepe obpa3oBaHnsi, peKOMEHAOYETCA Ha CBOUX OdpuLManbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKLUMOHMPOBAHWE CaMOCTOATENBHOMO W CNeLMann3vMpoBaHHOro pasgena
"MiHdopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoTPeTb pasMeLLeHne creaytoLlen MHgopmaumu:

Mpunoxexne N 1

NAMATKA 5 5
anda oby4vyAloLwmMxca oo UH®OPMALMOHHOWU BE3OIMNACHOCTU OETEU

HENb3A

1. Bcem nogpsg coobuiate CBOK 4acTHy MHGOpMauMio (HacTosiwme uMms, dpamunuio, TenedoH, agpec,
HOMep LLKOMbI, @ Takke doTorpacmm cBoum, CBoen ceMbn 1 Opy3en);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTb, NpuanpaTbCs, Oka3biBaTb AaBreHNE - BeCTU cebsl HEBEXITMBO U arpeCcCUBHO;
4. He pacnopsikaics AeHbrammu TBoer ceMby 6e3 paspeLleHnst cTaplunx - BCceraa cnpaluvean poauTenen;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMU B pearibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
aosepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - cooby 06 3TOM CBOMM poauTensm
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UNn onekyHam;
2. MNpurnawatoT nepenncbiBaTbes, Urpatb, 0OMeHUBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. HesakoHHoOe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasblBan B3pocnbiM 0 npobnemax B CeTu - OHW BCerga nomoryT;

5. Wcnonb3yin HacTporikn 6e3onacHOCTU U NPUBATHOCTM, YTOObI HEe MOTEepPATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Nonbk3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBaW TONbKO T€ CChINIKK, B KOTOPbIX YBEPEH;
4. O6LaTbCcs 3a MOMOLLbIO B3POCHbIM - POAMTENW, ONEKYHbl U aAMUHUCTPALUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" U NONy4Yn NacnopT UMdpoBOro rpaxgaHnHal

Mpunoxexune N 2

MHOPOPMALIMOHHAA NAMATKA
AnsA ObYYAKOLLKUXCA ONA PASMELLEHUA
HA OOULUNAIBbHbBLIX MHTEPHET-PECYPCAX

C kaxgblM rogoM MONOAEXN B UHTEPHETE CTaHOBUTbLCA Oonblue, a LUKOJNbHUKM OAHWU U3 CaMbiX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexay TeMm, MOMMMO OFPOMHOMO KOMMYECTBA BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta NamMATKa JOIMKHA NOMOYb Tebe 6e30MacHO HaxoaUTbLCSA B CETH.

KOMHbIOTeprIe BUPYCbI

KomnbloTepHbI BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENbHOW OCOGEHHOCTbLIO
KOTOPOI SIBNSIETCS CMNOCOOHOCTb K pasMHOXeHMio. B gononHeHue k 3TOMy, BMpPYCbl MOFYT MOBpeauTb WM
MOSIHOCTLIO YHUYTOXWUTL BCe paiinbl U [aHHble, NMOAKOHTPOSbHbIE MOMb30BAaTEN, OT UMEHW KOoToporo Obina
3anyLleHa 3apaxeHHasi nporpaMMa, a Takke NoBPeaUTb UMK faXe YHUUTOXUTb ONepaLnoHHYH CUCTEMY CO BCEMM
chainamu B uenom. B 6onblUMHCTBE Cry4aeB pacnpoCTPaHSATCS BUPYChl YEPE3 UHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHBIX MPOrpamm:

1. VlCFIOJ'Ib3yIZ COBpeEMEHHbIEe oOnepaunoHHble CUCTeMbl, UMerolne cepbesan?l ypoB€Hb 3alinTbl OT
BPE€OOHOCHbIX NMporpamMm;

2. MocTosAHHO yCTaHaBnMBan naytn (UMdpoBbie 3annaTkv, KOTOpble aBTOMaTUYECKM yCTaHaBNMBAKOTCS C
uenbto gopaboTkM nporpammbl) U gpyrme obHOBNEHUS CBOEN onepaumoHHOW cucTeMbl. CKaumBam MX TOMBKO C
odhmumansHoro cavita paspabotunka OC. Ecnv cylwecTByeT pexuMm aBToMaTtu4eckoro o6HOBNEHWS, BKIIOYMN €r0;

3. PaboTan Ha cBoeMm KOMMNbOTEpPE Noa npaBamMmu nosfib3oBartesnd, a He agMUHUCTpPaTopa. 3OTO He No3BONUT
60ﬂbLIJl/IHCTBy BPEOOHOCHbLIX nporpamMmm NHCTarmpoBaTbCA Ha TBOEM NeEPCOHarIbHOM KOMMNbOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MporpaMMHble NPOAYKTbl WU3BECTHBLIX NPOU3BOAMTENEN, C aBTOMAaTUYECKUM
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o6HoBreHnem 6as;
5. OrpaHuyb hmsnyecknin 4OCTYN K KOMNbIOTEPY AN MOCTOPOHHUX MNNLL;

6. Vicnonb3yi BHELWHWe HOCUTENW MHAOPMaLNK, TakMe Kak doneLuka, AUCK UM dann u3 MHTepHeTa, TONbKO
13 NPOBEPEHHbBIX NCTOYHMKOB;

7. He oTkpbiBa KOMMbIOTEPHbIE Qalnbl, NONyYeHHblE W3 HEeHaOeXHbIX UCTOYHMKOB. [axe Te dhannsl,
KOTOpble npucrnan TBOW 3HaKoMbIN. Jlyylle yToYHM Y Hero, oTnpasnsan nu oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHONOrMs, a Bcero nuwb O6peHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apernctpupoBana 6peHg "WECA", 4to o6osHavano croBocoveTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCS Kak "GecrnpoBogHast TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpeBuaTypa, KOTOpas SABMSIETCS TaKOW Xe TexHomorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3ByKOBOW TexHukM Hi-Fi, yto
B NepeBoe 03HayaeT "BbICOKas TOYHOCTb".

Oa, OecnnaTtHbIN WHTEPHET-A0CTYN B Kac*)e, oTenax M asponopTtax dABnAeTcA OT/INYHOWN BO3MOXHOCTbIO
BblX04a B UHTEPHET. Ho mHorne 9KCNepPThbl CHUTAKOT, YTO OGUJ,GAOCTyI'IHbIe Wi-Fi ceTu He sBnsitoTcs 6e3onacHbIMU.

CoBeTbl N0 6e3onacHoCcTH paboTbl B 06wWenocTynHbix ceTax Wi-fi:

1. He nepepaBai cBoO nu4yHyo unHdopMauuto yepe3 obuwenocTtynHole Wi-Fi cetn. PaboTtas B HuX,
)XenaTenbHO He BBOAUTb NApOnv JOCTYNa, JTOTUHbI U KaKMe-TO HOMepa;

2. cnonb3yi n o6HOBNSAN aHTUBUPYCHbIE NporpaMmel 1 bpaHamayep. Tem cambim Tbl 06e3onacub cebs ot
3aKayku BMpYyCca Ha TBOE YCTPONCTBO;

3. Mpwu ncnonesoBanmum Wi-Fi oTkntoum doyHkumto "O6Lmin goctyn Kk dpannam u npuHtepam”. [laHHas pyHKUms
3aKpbiTa MO YMOMYaHWI0, OJHAKO HEKOTOpble MOfb30BaTeNV aKTUBMPYKT ee ANnd yaobcTBa MCNONb30BaHUS B
paboTe nnm yyebe;

4. He ncnonb3yn nyonmyHeii WI-FI ans nepegaym nyuyHbIX AaHHbIX, HANPUMMEpP Ansi BbIXo4a B cOLManbHble
CeTN NN B SNEKTPOHHYIO NOYTY;

5. Vicnonb3yi Tonbko 3awmeHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mobunbHoM TenedoHe oTknoum dyHkuuo "MogkntodeHne k Wi-Fi aBTtomatnyeckun”. He ponyckan
aBTOMaTUYECKOro NoAaKMnyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumarnbHble ceTu akTUBHO BXOOAT B Halwly XW3Hb, MHOrne noogun pa60Ta+0T N XMBYT TaM MOCTOAHHO, a B
Facebook yXe 3apermctpupoBaH mMunnunap 4YerioBek, 4To ABJIAETCA OAHOW ceabMOK BCEX XUTENen nraHeThbl.
MHorne nonb3oBaTenu He MOHUMAIOT, YTO I/IHCbOpMaLI,VIH, pa3melleHHaa MMM B coumnaribHbIX CeTAX, MOXEeT ObITb
HangeHa 1 Ncnosib3oBaHa Kem yrogHo, B TOM 4ucre He ob6s13aTensHO ¢ Gnarnmm HaMepeHnamMun.

OcHoBHbIe coBeTbl N0 6e30MacHOCTN B coLluanbHbIX CETSX:
1. OrpaHun4b cnncok gpy3en. Y Tebs B Apy3bsax HE AOMMKHO ObiTb CNyYanHbIX U HE3HAKOMbIX N0AEN;

2. 3awumuian cBOK YacTHYI XuU3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, gaTy TBOEro poXAeHus u
OPYrylo NUYHY0 nHdopMaumio. 3noyMbILLNIEHHUKM MOTYT UCMOMb30BaTh AaXe MHAOPMaLUI0 O TOM, Kak Tbl 1 TBOU
poauTenun nnaHMpyeTe NPOBECTU KaHWUKYNbI;
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3. 3alumiuait cBo penyTauuio - epXu ee B YACTOTe U 3adaBsaii cebe Bonpoc: xoTen Gbl Thbl, YTODOLI Apyrue
nonb3oBaTenu BUOenu, YTo Tbl 3arpyxaelusb? Mogymaii, npexae 4yem 4YTo-To onybnvMkoBaTh, HanncaTb U 3arpysuThb;

4. Ecnu Tbl roBopuLLb C NOAbMW, KOTOPbIX HE 3Haellb, HE NCMOMb3Yy CBOE pearnbHOe UMS 1 OPYry0 NMUYHYIO
WHbopMaLnK: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Nnpoyee;

5. N3beran pasmelleHusa dotorpacdui B IHTepHETE, rae Tl M3006paXkeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpu permuctpauum B coumnansHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApONn, COCTosALLNE U3 OyKB
N umMdp M C KONNMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumanbHOn ceTun, NOYTbI U apyrnx caniToB HEe0BGXOAMMO MCMOoSb30BaTb pas3Hblie naposnu. Torga ecnu
Tebs B3nomaroT, TO 3JIO0YMBbILNEHHUKM nonydaT AOCTYMN TOJIbKO K 0AHOMY MeCTYy, a He BO BCE Cpaasy.

3HeKTp0HHbIe AeHbr'n

OneKTPOHHbIE AEHbIN - 3TO OYeHb YO0OHbIN cnocob nnaTtexen, OAHAKO CYLLECTBYIOT MOLLUEHHUKN, KOTOpbIe
XOTSIT NONYYNTb 3TU AEHBLIN.

SJ'IeKTpOHHbIe AeHbrn noaBuincb coecemMm HegaBHO U UMEHHO K3-3a 3TOro0 BO MHOIMMX rocygapcrtBax Ao Cux
Nnop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum ke OHU (DYHKLUMOHUPYIOT U O HUX YKe MPOMMCaHO B 3aKOHE, rAe WX pasfdensitoT Ha HEeCKONbKo
BMOOB - @aHOHMMHbIE U He aHOHWMHble. PasHuMua B TOM, YTO aHOHMMHblE - 3TO Te, B KOTOPbIX pa3speluaeTtcs
NpoBOAWTbL onepauun 6e3 maeHTUdUKauuM nonb3oBaTensi, @ B HEaHOHUMHbIX WAEHTUdUKaLUS Nonb3oBaTens
ABNsieTcs 0b6A3aTeNnbHOMN.

Tawke cnegyeT pasnuyatb OMNEKTPOHHble uaTHble AeHbrM (paBHbl FOCYAApPCTBEHHbIM BanwTam) W
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HEe paBHbl rOCY4apPCTBEHHBIM BanoTam).

OcHOBHble CoBEeTbI N0 Ge3onacHom pa60Te C 3J1EeKTPOHHbIMU OEHbramMmu:

1. TpuBSHKM K cHETY MOOWMBHBIN TeNnedoH. ATO cambli YAOOHbIV U ObICTPLIN CNoco® BOCCTAHOBUTL AOCTYM K
cyeTy. MNpuBaA3aHHbIV TenedoH MOMOXET, ecnu 3abydellb CBOW MMATEXHbI Napornb UNu 3aidellb Ha CanT ¢
He3HaKOMOro YCTPOMWCTBA;

2. VlCFIOJ'Ib3y17I OHOpa3oBblie Maposin. Mocne nepexoga Ha yCUINEeHHyK aBTOpusauunto Tebe yxXe He 6y,c|,eT
yrpoxXxatb ONMacHOCTb KpaXXun Unn nepexesara niaTtexHoro napond;

3. Boibepu crnoxHbin naponb. [NpectynHukam GygeT He MPOCTO yragaTb CNOXHbBIM Naponb. HagexHble
naponu - 3To Naponun, KOTopble CoaepXaT He MeHee 8 3HaKOB M BKIHOYAOT B ce65 CTPOUHbIE M MPONUCHbIE BYKBHI,
LUMdpbl 1 HECKOmMbKO CMMBOMOB, TakMe Kak 3Hak gornnapa, yHta, BocknuuaTtenbHbIA 3HaK v T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE AaHHbIE HA calTax, KOTOPbIM He JOBepsieLlb.
OneKTpoHHasA noyTa

OrneKkTpoHHasa no4vta - 3TO TEXHONOrMs W MpefocTaBrnsieMble €K YCNyrn No Mepechbirike U MNonyyYeHuto
3NEKTPOHHbIX COOGLLEHNI, KOTOpbIE pacnpenensaiTcs B KOMMNbOTEPHON ceTu. OBbIYHO 3NEKTPOHHbIN MOYTOBLIN
AWK BbIMSAMT CriegylowmMm obpas3oM: uUMs_Monb3oBatend@ums_goMeHa. Takke KpoMe nepegadv npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepeaasaTh ansibl.

OcHoBHble coBeTbl N0 B6e3onacHon paboTe ¢ 3NeKTPOHHOM NOYTOMN:

1. Hago BbiGpaTb npaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbii BbIGOp GecnnaTtHbix
NMOYTOBBLIX CEPBMCOB, OOHAKO fyYlle JOBEPATb TEM, KOro 3HaeLlb U KTO MepBbI B PENTUHTE;
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2. He ykasblBan B JIMYHOW Mo4YTe JMYHy0 uHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHat@" nnm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi ABYXaTanHy aBTopM3auuio. ATO Korga NOMMMO Naponst HYKHO BBOAWUTb KOZA, MPUChINaeMbin
no SMS;

4. Bbibepu crnoxHbIn naponb. [ns KaXkaoro NoYTOBOro SLUKa OOIMKEH OblTb CBOM HAAEXHbIN, YCTOMYMBLINA K
B3710MY Naporb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHBIA BOMPOC, NCMOMb3Y 3Ty BO3MOXHOCTb;

6. Mcnonb3yi HECKONbKO MOYTOBbIX AWMKOB. [MepBbIi ANs YacTHOM Nepenucku ¢ agpecaTamu, KOTOPbIM Tbl
fAoBepsiellb. ITO 3MEKTPOHHLIN aApec He Hafo MUCMoNb3oBaTb NP PerMcTpauun Ha dhopymax u cantax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NMUCbMax, AaXe eCnuv OHW NPULLINM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPaBNANM Ny oHn Tebe atn dannsol;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CeEpBUCE Nepep 3aKpbiTUEM BKNaAKM C caluToM He 3abyab HaxaTb
Ha "Bbintn".

Kn6epOynnuHr unu BuptyanbHoe usgeBatenbCTBO

KubepbynnuHr - npecrnegoBaHne cooblieHnsiMu, cogepXalluMMm OCKOpOneHusi, arpeccuto, 3anyrvBaHue;
XYNUraHcTBO; coumanbHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fnNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 bopbbe ¢ kKnbepObynnmMHrom:

1. He 6pocarcsa B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNM HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavane ycnokoutbcs. Ecnu Tel HauyHelb oTBeYaTh OCKOPONEeHNAMN Ha OCcKopbNeHns, To TOMNbKO
ewe 6onblue pasoxkeLlb KOHQIUKT;

2. YnpaBnsn cBoewn knbeppenytaunen;
3. AHOHUMHOCTb B C€TM MHMMasi. CyLLecTBYIOT CNOCOObI BbIACHUTL, KTO CTOUT 3@ @aHOHUMHbBIM akkayHTOM;

4. He cTouT BecTu xynuraHckui obpas BMpTyanbHOW Xu3HWU. VIHTepHeT dukcmpyeT Bce TBOW OENCTBUSA U
COXpaHsieT nx. Yganutb ux 6ygeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBok BUPTYarbHYH YECTb CMOSOAY;

6. VrHopupyin eguHuYHbIA HeraTue. OpHOpasoBble OCKOPGUTESIbHbIE COOGLLEHUSI Nydlle WUIHOpUMpPOBaThb.
OO6bIYHO arpeccusi NpekpallaeTcsi Ha HavarnbHOW CTaauu;

7. BaH arpeccopa. B nporpammax oGmMeHa MrHOBEHHbIMU COOOLLEHMSIMU, B COLMAmNbHbIX CETSX eCTb
BO3MOXXHOCTb GIOKMPOBKM OTNPaBKM COOBLLEHUIA C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBnageTenb KI/I66p6yJ'IJ'IVIHFa. TBou gencrTeus: BbICTYNUTb NPOTUB MNpecrnenoBartend, NokasaTb emy,
YTO €ero AencTBUS OLEeHMBAKOTCS HeraTUBHO, noggepxartb XepTay, KOTOpOIZ HYXHa ncuxosnorn4yeckad nomMolLlb,
coooWmnTL B3POCI1bIM O (baKTe arpeccmBHOro noeegeHuna B ceTu.

MoO6unbHbI TenecgoH

CoBpeMeHHble CMapTOHbl U MaHWeTbl cogepXxaTt B cebe BMonHe B3pochbii OyHKLUMOHanM, 1 Tenepb OHU
MOTYT KOHKYPUpOBaTb CO CTaLUOHApHbIMK KoMMbloTepamu. OgHako, CpeacTB 3awmThl 4N NogOOHbIX YCTPOWMCTB
noka odeHb Mano. TecTupoBaHUE N NOUCK YA3BUMOCTEN B HUX NPOUCXOOMUT HE Tak MHTEHCUBHO, Kak ans MK, To xe
camMoe KacaeTCcsi U MOBUITbHBIX MPUITOXEHUNA.

COBpeMeHHbIe MOOMNbHbIE 6pay3epb| yXe nMNnpaktnd4eCckn pforHannm HacTolibHble aHanoru, oO[gHako
pacwiunpeHve (byHKLI,MOHaJ'Ia BneYeT 3a cobon 6OJ'IbLIJyl0 CNOXHOCTb U MEeHbLUYH 3alnUIEeHHOCTb.
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llaneko He Bce MpOM3BOAMTENW BbIMYCKalOT OGHOBMEHMS, 3aKpblBaloLMe KPUTUYECKUE YS3BMMOCTU AN
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MOBUNbHOro TenedoHa:

Hunyero He gBndetcs no-HactoAawemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, Beab Koraa Tebe npegnararoT
GecnnaTHbI KOHTEHT, B HEM MOryT ObITb CKPbITbl KaKMe-To niaTHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTo nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW ByayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATE ONEpaLMOHHY0 CUCTEMY TBOEro cMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpy>|<al7| NpuUNoXeHnda OT HEeM3BEeCTHOIo WUCTOYHWKa, Be€Ob OHW MOryT coaepXaTb BpeaoHOCHOe
nporpammHoe obecneyeHue;

MMocne TOro Kak Tbl BbiRAELWb C CanTa, rAe BBOAWUM NUYHYI0O MHAOPMaLMIO, 3anau B HAaCTPOnKM Bpaysepa u
yaanu cookies;

Mepuroamnyeckn NpoBepsiv, kKakne nraTHble YCIyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBan cBon Homep MOBUITbHOrO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thl 3HaELb U KOMY AOBEpPSELLb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Tl UM He Nonb3yellbesa. He 3abbiBan MHOrga npoBepsiTb 3TO.
Online urpsbi

CoBpeMeHHbIE OHMAaNH-UrPbl - 3TO KPaCOYHble, 3axBaTblBaloWWe pasBreyvYeHusi, OObEeAMHSIOLUME COTHU
TbiCSI4 YenoBek no Bcemy mupy. Vrpoku mccreayoT AaHHbii UM MUp, obLialoTcst Apyr ¢ APYroM, BbIMOJSHSOT
3a[laHusl, CpaXatoTCs C MOHCTPaMK 1 MoJly4atoT onbIT. 32 YOOBOMbCTBME OHU MNATAT: MOKYNaloT AWUCK, ONnaynBaoT
aboHeMeHT unu npruoGpeTaloT KakmMe-To Onumm.

Bce atu cpeancrtea wmayt Ha nogaepXaHnme wun pas3sutue Uurpbl, a TakKke Ha CcaMmy ©e30nacHoOCTb:
COBEPLUEHCTBYKOTCA CUCTEeMbl aBTOpuU3aunn, BbiMYCKAKTCA HOBbIE MaTyu (LJ,VI(*)pOBbIe 3annaTtkm and nporpaMM),
3aKpPbIBAKTCA yA3BMMOCTU CepBEPOB.

B nogoGHbIx nrpax CTout onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaumm OonblUMHCTBA urp.

OcHoBHble coBeTbl M0 6e30nacHOCTN TBOEro UrpoBOro akKkayHTa:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaet Tebe HenpusaTHOCTM, 3abrokMpyn ero B Chvcke
UrPOKOB;

2. I'Iomanyﬁcn agMUHUCTpaTopamM Urpbl Ha nNyoxoe noBegeHne 3TOro Urpoka, >XenatesibHO NpUurioXnTb
Kakme-To goKa3aTesibCTBa B BUae CKPUHOB;

3. He ykasbiBan nuyHyto nHdopmaumio B npodanne vrpsl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeodurumanbHble naTyv U Moabl;

6. Nlcnonb3yn CNoXHble U pasHble naponu;

7. Jaxe Bo BpeMA Urpbl He CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl nrpaelb, TBOW KOMMbKOTEP MOTyT
3apa3nTb.
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PUWKHT unm KpaXxa JIN4YHbIX AaHHbIX

OOGbluHOM  KpaXkenW [eHer W JOKYMEHTOB CerofHs yXKe HUWKOro He YAMBUWBL, HO C  pasBUTUEM
WHTEPHET-TEXHOMNOMMIA 3MOYMBbILLNEHHUKN NEePeEMECTUNNCL B MHTEPHET, U NpodosKalT 3aHuMaTbes "niobumsim”
Oenom.

Tak nosiBunacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nosly4eHnMn KoHpmaeHumanbHbiX AaHHbIX NOfb3oBaTenen - NorMHoB M naponen. Ha adHrnuinckom sasbike phishing
untaetcsa kak domwmHr (ot fishing - ppibHast noens, password - naponb).

OcHoBHble coBeTbl N0 Bopbbe ¢ hULLIMHIOM:

1. Cneawn 3a cBoOMM aKKayHTOM. Ecnn TbI nogo3peBaellb, YTO TBOA aHKeTa Obinia B3rloMaHa, To Heobxoanmo
SaGHOKMpOBaTb ee 1 coobwuTb agMunHucTpartopam pecypca 00 3TOM KaK MOXHO CKopee;

2. Vicnonb3yn 6e3onacHble BeO-calTbl, B TOM YUCIE, MHTEPHET-MarasnHoB M NMOUCKOBbLIX CUCTEM;

3. VlCFIOJ'Ib3yI7I CITOXHbl€ WU pa3Hble naposn. Takum o6pa30M, ecnn Tebs B3fnomaroT, TO 3J10YMbILLUNEHHUKN
nony4yar A0CTYyn TOJIbKO K OAHOMY TBOEMY I'IpO(*)VIﬂI-O B CE€TU, a HE KO BCEM;

4. Ecnun Tebs B3nomanu, To Heobxoanmo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTopble AobaBneHbl y Tebs
B OpYy3bsX, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro UMeHn ByaeT pacchinatbCa cnam M CCbIfIKU Ha
PULLNHIOBbBIE CanThl;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOOUIbHBIV TenedoH;
6. OTkntoUM coxpaHeHne napons B 6paysepe;

7. He oTKpbiBaln dannbl U Apyrne BRNOXEHUS B NMUCbMax, OaXe €Cn OHU NPULLINK OT TBOMUX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABIISANN N1 OHW Tebe 3Tn dannebl.

LUundpoBas penytaums

Lindpposas penytaums - 3To HeraTuBHas unv nosuTrMeHasa MHdopmaums B cetTn o Tebe. KomnpomeTtupytowas
nHdopmaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCH Ha TBOEW pearibHOW XU3HW.
"Undposas penytaumsa” - 9To TBOW UMUK, KOTOPbIN hopmupyeTcs n3 nHopmaummn o Tebe B MHTEPHETE.

TBOE MECTO XWTenbCTBa, yqe6b|, TBOE (bVIHaHCOBoe nonoxeHne, ocobeHHOCTU Xapaktepa U pacckasbl O
OGrM3KKNx - BCe 3TO HaKannMBaeTCs B CETH.

MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHoW uHdopmaumm B WHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeacTBMI. Thl faXe He CMOXellb JoragaTtbCa O TOM, YTO dpoTorpadus, pasmelleHHas 5
neT Hasag, ctana npuYMHOM oTkasa NpPUHATbL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBoux hoTorpadouii U apyrue AeWCTBUS MOFYT HE MCYE3HYTb Aaxe Mocre Toro,
Kak Tbl UX yAanub. Tbl He 3Haellb, KTO COXpaHWn 3Ty MHGOPMauuto, nonana fin oHa B NMOUCKOBbIE CUCTEMbI U
COXpaHunach N1 oHa, a rmaBHoe: YTo NodyMatoT o Tebe okpyxaloLye foan, KoTopble HanayT U yBuasaT aT1o. Haintu
MHbopMaLIMI0O MHOTO fIeT CNycTA CMOXeT oo - kak U3 AoGpbIX NOGYKAEHWA, Tak U C HAMEPEHUEM MPUYUHUTL
Bped. OTO MOXeT ObITb KTO YrodHO.

OcHOBHble COBETHI MO 3almTe LMPOBON penyTaumm:
1. NMogymain, npexge 4em 4TO-TO Ny6nMKoBaTh U NnepedaBaTh Y cebs B 6rore nnm B coumanbHoOm ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpoduna U ero conepXxumoro,
caenan ero Tornbko "onsa apysen”;

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLWIO, KOTOpasi MOXET KOro-nMbo ockopGnsiTe UMK 06uxXaTh.
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ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKM - akTUBHbIE MOonb3oBaTeny UMdpoBOro npocTpaHcTBa. OgHako Aaneko He Bce
3HAlOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTAMM LudpoBoro Mupa TpebyeT cobniogeHnss npas  Ha
WHTENNeKTyanbHyt0 COGCTBEHHOCTb.

TepMVIH "I/IHTeJ'IJ'IeKTyaJ'IbHaFI COBCTBEHHOCTL" OTHOCUTCA K pas3finyHbiM TBOPEHUAM 4YernoBe4YeCcKoro yma,
Ha4ynHaa C HOBbIX VI306peT6HVIVI N 3HaKoB, 0603HaYalLWNX COBCTBEHHOCTb Ha NnpoaAYyKTbl N YCIyru, N 3akaH4mnBad
KHUramu, Q)OTOI'pad.WIFlMVI, KVIHO(*)VIJ'IbMaMVI N MYy3blKalibHbIMWU NMpoun3BeaeHNAMMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTeNNeKTyanbHYl0 COGCTBEHHOCTb Ha NPOM3BEAEHUS HayKu, nMMTepaTypbl
N nckyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTUM TOro, YTO MHTENNEKTYyarbHbIN/TBOPYECKUA Tpya
aBTopa He ByaeT HanpacHbIM, 4acT emMy cnpaBeAnuBble BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTtax CBOEro Tpyaa,
Mony4nMTb W3BECTHOCTb W npusHaHve. HukTo 6e3 paspelleHuss aBTopa He MOXeT BOCMpPOM3BOAUTL €ro
npousBeaeHne, pacnpocTpaHaTb, NYONNMYHO OEMOHCTPMPOBaTb, NPoAaBaTb, MMMOPTUPOBATL, NyckaTb B MpOKaT,
ny6GrMYHO UCMONHSATD, NOKa3bIBaTL/UCNONHATL B 3dhupe unu pasmeLLats B IHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
OaHHbIX K TBOMM akkayHTam o 610KMpOBKM TBOEro yCTPOMCTBA, rae yCTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CyLLECTBYIOT neranbHble U 6ecnnaTtHble NporpamMmel, KOTOPbIE MOXHO HaNTW B CETU.

O noprane

CeTeBUYOK.p - TBOW IMaBHbIi COBETYMK B CeTU. 34ecb Tbl MOXellb y3HaTb O 6e3onacHoOCTU B CeTu
MOHSATHBIM W OOCTYMHbLIM A3bIKOM, @ MpPY BO3HUKHOBEHUW KPUTUYECKOW CUTyaLun obpaTuTbCs 3a COBETOM. A Takke
MPUHATB y4acTMe B KOHKYpcax U CTaTb CaMbiM LIMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3
NAMATKA Ons POOUTENENA O6 NUH®OPMALIMOHHON BE3ONACHOCTU AETEN

OnpepgeneHne TepMuHa "MHdoOpMauUnoHHast 6e3onacHocTb aeten" cogepxutca B dPegepanbHom 3akoHe N
436-03 "O sawmte geten OT MHOPMaLMK, MPUUUHAIOLLEN Bped WX 340POBbID U PasBUTUIO", perynupyroLimnm
OTHOLUEHMS, CBSA3aHHbIE C 3aLUUTON AeTeln OT MHpopMauum, NPUYMHSAOLLLEN BPes UX 300POBbI0 U (UNN) pa3BUTULO.
CornacHo gaHHOMY 3akoHy "WHdopmaunoHHasi 6e3onacHOCTb geTer” - 3TO COCTOsIHME 3aLUULLIEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSI3@HHbIN C MPUYMHEHNEM MHPOPMaLMEN Bpeda UX 340POBbI0 U (Mnn) prandeckomy,
NCUXMYECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-O©3 nHdopmaumen, NpuUnMHAOLLENA Bped 340POBb0 U (UNK) pasBUTUIO
aeten, sBnsaeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean AeTen;

2. WHdopmauusi, pacnpocTpaHeHWe KOTOPOW OrpaHuM4YeHO cpeau AeTel onpefenieHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHdbopmauuun, 3anpeLleHHon Ans pacnpocTpaHeHns cpeam aeTen, OTHOCUTCS:

4. vHdopMauusd, nobyxpalrowas geTen K COBEepLUEeHV0 AEWCTBUW, NPEeACTaBMsloWmnX yrpody UX XU3HU U
(vnn) 30opoBbIO, B T.4. MPUYMHEHNIO Bpeaa CBOEMY 340POBbIO, CaMOyOUNCTBY;

5. cnocobHoCTb BLI3BATb Yy neTten xenaHue yl'IOTpe6l4Tb HapKoTU4YecKkne cpeacrtBa, NCUXoTpornHblie U (VIJ'II/I)
odypMaHuBawLwine BellecTtsa, TabaudHble unsgenus, allkorosibHyro 1M cnuptocoaepikallyro npoaykuuo, nmeo w”
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HanuTKn, n3rotaBsiMBaemMbl€ Ha €ro OCHOBE; NPUHATb y4acCTue B a3apTHbIX Urpax, 3aHMMaTbCA I'IpOCTVITyu,I/IGVI,
6pO£I,FI)KHVI‘-IeCTBOM mnnn I'IOﬂpOUJaIZHVIHeCTBOM;

6. obocHoBblBaloWas wnu onpaspiBalwas [OMyCTUMOCTb  Hacunus 1 (Mnun)  XKectokoctn  nnbo
nobyxaatoLias ocyLeCTBNATb HACUMbCTBEHHbIE 4ENCTBUSA MO OTHOLLEHUIO K NIIOAAM U XKMBOTHbIM;

7. oTpyualoLLas ceMeiiHble LEHHOCTU U hOpMUpYIOLLLasl HeYBaXKeHVe K POAMTENSM U (MNn) APYIUM YneHam
cemMbMu;

8. onpaBabiBatoLLas NpoTUBONPaBHOE NOBEAEHME;
9. cogepkallasi HeLleH3ypHyto 6paHb;
10. cogepxaluasa nHpopmaLumo NopHorpadnyecKkoro xapakrepa.

K wvHdopmauun, pacnpocTpaHeHMe KOTOpPO OrpaHWYeHo cpeau [heTell OonpedesieHHoro Bo3pacTa,
OTHOCUTCS:

1. nHpopmaums, NnpeacTaBnsemMas B BUae M3006paxeHUs UM onMcaHus XeCTOKOCTH, Prn3n4eckoro n (1nm)
NMCUXMYECKOro HAaCUnIms, NPeCcTyNNeHns UM MHOro aHTNOBLLECTBEHHOIO AENCTBUS;

2. Bbi3blBaloWasa y AeTei cTpax, ykac UNM NaHuKy, B T.4. NpeacTaBnsiemasl B BUAE WU300paXKeHus unu
onucaHUA B YHWXKaloLWelN 4YeroBeyeckoe [OOCTOMHCTBO (hopMe HeHacUNbCTBEHHOM CMepTH, 3abonesBaHus,
camMoybuINCTBa, HECYACTHOTIO Cryyasi, aBapun U KaTtacTpodbl U (MNK) UX NocrneacTBuiA;

3. npencraendemass B BMAE M300pPaXKEHUS UM ONUCAHUSA MOMOBLIX OTHOLUEHWUA MeXOY MY>XYUMHOW W
YKEHLLINHOM;

4. copgepkallas GpaHHbIe CroBa U BblpaXkeHWsl, He OTHOCSALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B ceTu VIHTEpHET ANS pasnuyHbIX BO3PACTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONMT obecnevnTb MHPOPMaLMOHHYIO 6e30NacHOCTb BalLMX AETEN.

O6wue npaBuna gns pogutenen

1. HesaBucumo ot Bo3pacTta pebeHka Mcnosb3yiTe nporpaMMHoe obecrneyeHne, noMoratollee puUnbTpoBaThb
N KOHTPONMPOBATL MHGOPMALMIO, HO He MonaraiTecb NOSIHOCTbIO Ha Hero. Balle BHUMaHWe K pebeHKy - rmaBHbIii
MeTOZ 3aLLMThI.

2. Ecnn Baw peGeHoK MMeeT akkayHT Ha ofgHOM u3 coumanbHbix cepsucoB (LivedJournal, blogs.mail.ru,
vkontakte.ru n T1.n.), BHUMATENbHO N3y4YNTE, KaKylo MHAPOPMALMIO MOMELLAIOT €ro y4acTHUKU B CBOMX NMPOdUNsX u
6rorax, Bkntoyas otorpacdum n Bugeo.

3. lMpoBepbTe, C Kakummy OpyrMMyM canTamMy CBsi3aH couuanbHbii cepBuc Balwero pebeHka. CTpaHWykm
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COOEPXKaTb CCbISIKU Ha HeXenaTerbHbIE U ONacHble CanTbl
(HanpvMep, NOPHOCANT, UNWN CaNT, Ha KOTOPOM ApPYr YNOMMHAET HOMep coToBOro TenedoHa Bawero pebeHka mnu
Baw pomaluHun agpec)

4. Moowpsante Bawwux geten coobwatb 060 BCEM CTPaAHHOM WM OTTaNKUBAKOLWEM U HE CIIULLIKOM OCTPO
pearnpynTte, Korga oHV 3TO AenatoT (M3-3a onaceHust NoTepsiTb JOCTYN K VIHTepHETY AeTu He roBOpSAT poamnTensm
0 npobnemax, a Takke MOryT Ha4yaTb UCMOMb30BaTb VIHTEpHET BHe JOMa U LUKONbI).

5. byabTe B Kypce ceTeBon xun3HN Bawero pebeHka. MIHTepecyiiTech, KTo ux Apysbs B IHTEpPHET Tak Xe, Kak
WHTepecyeTecb peanbHbIMU OPY3bAMU.

BospacTt ot 7 po 8 nert

B WNHTepHeTe pebeHoKk cTapaeTcs MOCETUTb T€ UMW WHble CalTbl, @ BO3MOXHO M 4YaTbl, pa3pelleHne Ha
noceLleHVe KOTOpbIX OH He nomyvun 6bl OoT poauTenei. MNoatomy poautensMm ocobeHHO nomnesHsl ByayT Te
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OTYeTbl, KOTOpble MPEedoCTaBMAKTCA MporpaMMaMm MO  OrpaHMYEeHuM0  Mcnonb3oBaHus WHTepHeTa, T.e.
PoouTtenbckuii KOHTPOMb UK TO, YTO Bbl CMOXETE YBUAETb BO BPpEMEHHbIX dharnnax. B pesynbrate, y pebeHka He
OydeT OWyLeHusl, YTo 3a HUM BeAETCH MOCTOSIHHbIA KOHTPOSb, OA4HAKO, poauTenu OyayT no-npexHemy 3HaTb,
Kakue caunTbl nocewaet ux pebeHok. [eTn B gaHHOM Bo3pacTe obnagaloT CUMbHbIM YYBCTBOM CEMbM, OHU
JOBEpUMBLI U He COMHeBalwTCs B aBtopuTeTax. OHM nobAT urpate B CeTeBble Urpbl M NyTeWeCcTBOBaTb MO
VHTepHeTY, UCNOnb3ysa 3NEKTPOHHYIO NOYTY, 3aX0AUTb Ha CaWTbl U YaTbl, HE pEeKOMEHOO0BaHHbIE POAUTENSAMMN.

CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. CospgaiiTe cnucOK AoOMalUHUX MpaBWn MocelleHuss MHTepHeTa nmpu y4actum geteil U Tpebyiite ero
BbINOMHEHWS.

2. TpebynTte ot Bawero pebeHka cobnogeHnsi BpEMEHHbIX HOPM HaxoXAeHus 3a KOMMbloTepoM. [okaxute
pebeHky, yto Bbl HabnogaeTe 3a HUM He NoToMy 4YTO Bam aTO xoueTcs, a noTomy 4to Bbl Gecnokontecb 0 ero
6e3onacHOCTU 1 BCeraa rotosbl €My MOMOYb.

3. KomnbloTep ¢ NoaknoyeHnem K VIHTepHeTy OO0IMKeH HaxoAuTbCs B OOLLen KOMHaTe nog MpUCMOTPOM
poauTtenen.

4. Ncnonb3ynte cneumanbHble 4eTCKME MOMCKOBbBIE MaLUUHBI.

5. VlCFIOJ'Ib3yl7ITe cpencrtea 6]'IOKVIDOBaHVI$-| HeXelnaTesibHOro KOHTEeHTa KaK AOMOJIHeEHWE K CTaHOapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM UMETb COBCTBEHHbIE aapeca.

7. BJ'IOKI/IpyI7ITe AocTtyn K catam ¢ 6ecnnaTtHbIMW MOYTOBLIMU SILLMKAMWU C MOMOLLbIO COOTBETCTBYIOLLIETO
nporpaMmmMmHoOro obecneyeHus.

8. Mpuyunte geten coseToBaTbCa ¢ Bamu nepen onybnukoBaHvem kakon-nnbo vHgopmauumn cpeacrsamm
3NEKTPOHHON MOYTbI, YaTOB, PErMCTPALMOHHBIX (hopM 1 npodhunen.

9. Hayunte geten He 3arpyxatb ainbl, NporpamMmmbl UK My3biKy 6e3 Ballero cornacus.
10. He paspeluante getsam Mcnonb3oBathb CryXObl MTHOBEHHOrO 06MeHa coobLeHnaAMU.

11. B "Genbin" cnucok canToB, pa3spelleHHbIX Ofsi MOCELleHUsl, BHOCUTE TONbKO CalTbl C XOpoLleWn
penyTauuen.

12. He 3abbiBavite 6ecenoBath ¢ geTbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnuv 6bl pedyb Wwna o gpysbsx B
pearibHOWN XU3HMU.

13. He genaiite "taby" 13 BONPOCOB MOJIOBON XWU3HW, TaK Kak B IHTEpHETE AETU MOTYT NIErKO HATKHYTLCS Ha
nopHorpaduio nnn canTsl "gns B3pocnbix”.

14. MNpwnyuute Bawero pebeHka coobaTe Bam 0 Ntobbix yrpo3ax nnu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBIMW UM HanoMHWUTE OEeTsM, YTO OHM B 6e30nacHOCTK, ecrnivm caMu pacckasanu Bam O CBOMX
Tpesorax. [loxBanuTe nx n NOCoBeTyNTe NOOOWNTM eLle pa3 B NOAOBHbIX Cryvasx.

BospacTt getenn ot 9 fo 12 ner

B paHHOM Bo3pacTe [eTW, Kak MpaBurio, YXXe HacrbllaHbl O TOM, Kakad WMHGOpPMauus CyLeCTBYET B
UHTepHeTe. CoBEpLUEHHO HOPMarbHO, YTO OHW XOTAT 3TO YBWAETb, MPOYECTb, ycnbiwaTb. [1py 3TOM HYXHO
NMOMHUTb, YTO LOCTYN K HexenaTenbHbIM MaTepuanam MOXHO rerko 3abnokupoBaTb MpU MOMOLLM CPeacTB
PoouTtenbckoro KOHTpons.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnucok AoMallHMX NpaBun nocewleHust WHTepHeT npu ydactum pgeten un Tpebynte ero
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BbIMOSIHEHWS.
2. TpebywnTte ot Bawero pebeHka cobnogeHns HOpM HaXoXAeHUSA 32 KOMMNbIOTEPOM.

3. Habnopaite 3a peGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaxuTe emy, 4To Bbl GecrnokouTecb O ero
Ge30nacHOCTU 1 BCerga rotoBbl OkasaTb eMy NOMOLLb.

4. KomnbioTep € nogkntoveHnem B WIHTepHeT OormKeH HaxoauTbCa B oOLLler KOMHaTe nog npucMoTpoM
poauTenen.

5. V|CFIOJ'Ib3yl7ITe cpencrtea 6J'IOKVIpOBaHVIF| HeXelaTesibHOro KOHTEeHTa KaK AOMNOJIHeHWEe K CTaHOapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBanTe npuHMMaTh HENnocpeacTBEHHOE yvacTue B Xu3Hu pebeHka, 6becenoBatb ¢ AeTbMu 06 Mx
Opy3bsix B VIHTepHeTe.

7. HactanBavite, 4yTobbl 4eTK HMKOr4a He cornallanqcb Ha fiMYHbIe BCTPEeUn C Apy3bAMuU Mo MIHTepHeTy.
8. MNosBonante geTam 3axoAuTb TOMbKO Ha canTbl N3 "6enoro” cnucka, KOTOpbIN co3aanTe BMECTE C HAMM.

9. Mpuyunte geTeit HUKOraa He BblAaBaTb JIMYHYIO MHGOPMaLMIO CpeAcTBaMU 3MIEKTPOHHON MOYThI, YaToB,
CUCTEM MIHOBEHHOTO 0OMeHa COOBLLEHUSIMU, PEFUCTPALIMOHHBIX (DOPM, JNIMYHBIX NPodUneit 1 Npu pericTpaummn Ha
KOHKYpCbl B MIHTepHeTe.

10. Mpuyyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspewerns. O6bACHUTE UM, YTO OHU MOTYT
Cny4ariHo 3arpy3uTb BUPYCbl UNN OpYyroe HexenatensHoe NporpaMMHoe obecneyeHue.

11. Coszgaiite Bawemy peGeHKy orpaH1YeHHYH y4eTHYHO 3anuck Ans paboTbl HAa KOMMbOTEpE.

12. MNpwnyuunte Bawero pebeHka coobiaTe Bam 0 niobbix yrposax unu Tpesorax, CBsA3aHHbIX ¢ HTepHeToM.
HanomHuTe getam, 4To oHM B 6€30MacHOCTU, eCcnn caMu pacckasanu BaM O CBOMX TPEBOrax 1 onaceHusx.

13. Pacckaxute getam o nopHorpadum B NHTepHeTe.

14. HacTtavBawTte Ha ToM, 4TOObI AeTN NPeaoCTaBnsanyM BaM JOCTYN K CBOEW 3MEKTPOHHOMW noYyTe, YTobbl Bbl
y6eamnuncb, 4To OHKU He obLLalnTCHa C He3HaKkoMLamu.

15. O6bsACHUTE OETAM, YTO HEMb3S UCMONb30BaTh CEThb AN XYNUraHcTBa, pacnpoCTPaHEHUs CMNETEH UIK
yrpos.

BospacTt geten ot 13 go 17 ner

B aToM BO3pacTe nNogpoCTKM akTUBHO UCMOSb3YHT MOUCKOBLIE MALLWHBI, MOMNb3YTCA 3MEKTPOHHON NOYTOW,
cnyx6amy MrHoBeHHoro obmeHa coobLleHUAMU, ckaumBalT My3blKy U unbMbl. Manbuukam B 3TOM BO3pacTte
bonblle MO HpaBy cMeTaTb BCE OrpaHUYeHusl, OHWU XaxayT rpyboro tomMopa, as3apTHbIX WUrp, KapTWHOK "Ons
B3pocnbIx". [eBoukM npepnoumTaoT oblartbCcs B 4artax, Mpu 3TOM OHM ropasgo Gonee 4yBCTBUTENbHbI K
cekcyarnbHbIM foMoraTenbCcTBam B VIHTepHeTe.

3avacTyo B J@aHHOM BO3pacTe poAUTENSM YXXe BeCbMa CIOXHO KOHTPONMPOBaTb CBOMX AETEeW, Tak kak 0b
VHTepHETEe OHM Yyxe 3HalT 3Ha4uTENbHO OoMblue CBOWMX poauTenei. Tem He MeHee, He OTMycKkanuTe OeTen B
"cBoboaHOe nnaBaHue" no NHTepHeTy. CTapantecb akTUBHO y4acTBOBaTh B 06LeHMN pebeHka B VIHTepHeTe.

BaxHO no-npexHemy cTporo cobniogate npaBuna MHTepHeT-6e30nmacHOCTU - corfalleHne  Mexay
poauTenamMuM u getbMu. Kpome TOro, HeobXoauMMO Kak MOXHO 4Yalle npocMaTpuBaTb OTYeTbl O AeATENbHOCTM
detein B MHTepHeTe. CredyeT o6paTtuTb BHUMaHWe Ha HeOGXOOUMOCTb CoAepXKaHWUsi POAMTENbCKMX naporen
(naponei agMUHUCTPaATOPOB) B CTPOTOM CEKpeTe 1 06paTUTb BHUMAHWE Ha CTPOroCTb 3TUX Napornen.

CoBeTbl N0 6e3onacHOCTX B 3TOM Bo3pacTte oT 13 go 17 net
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1. CospgaiTe CMMCOK AOMALLHWX MpaBwun noceleHns VIHTepHeTa mpu yd4acTMu NOAPOCTKOB U Tpebyiite
Ge3yCcnoBHOro ero BbinosiHeHusl. OGroBopuTe ¢ pebGEHKOM CMMCOK 3anpeLLeHHbIX CaiToB ("4epHblil cnMcok"), Yachl
paboTbl B IHTEpHETE, PYKOBOACTBO MO 06LieHNto B IHTepHeTe (B TOM YMcrie B YaTax).

2. KomnbtoTep ¢ NoAaKntoyYeHnem K cetn UHTepHeT A0MmKeH HaxoanTbes B obLLeln KoMHaTe.

3. He 3abbiBaiite GecenoBatb ¢ getbMu 06 MX Apy3bsx B WHTepHeTe, 0 TOM, YeM OHMW 3aHSATbl TaKUM
obpasom, 6yaTo peyb MAET O OpY3bsiX B pearibHOW u3HW. CnpalwvBainTe o noasx, ¢ KOTopbiMK AeTU obliaroTcs
nocpeAcTBOM CIyX6 MFHOBEHHOrO 0GMeHa CooBLLEeHMSIMM, YTODObI y6eanTbCsl, YTO 3TV NIOAM UM 3HAKOMBbI.

4. Ncnonb3ynte cpeactsa ONokMpoBaHWUS HexenaTenbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHOapTHOMY
PoavtensckomMy KOHTPONIO.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3yotcsa Bawwm getn. Tlloowpsnte umcnonb3oBaHue
MOLEPUPYEMLIX YATOB M HacTauBanTe, YTOObl 4eTu He obLLanMch B NPUBAaTHOM pexume.

6. HactanBante Ha TOM, 4TOObI AeTK HUKOTA4a He BCTPEYanuchb NUYHO C ApYy3bsiMu u3 cetn MiHTepHeT.

7. Mpuyunte OeTeit He BblgaBaTb CBOK JIMYHYI MHGOPMaUMIO CpeacTBamMW 3MEKTPOHHOW MOYThbl, 4aToB,
CUCTEM MIHOBEHHOTO 0OMeHa COOBLLEHUSIMU, PEFUCTPALIMOHHBIX (DOPM, NIMYHBIX NPodUneit 1 Npu pericTpaummn Ha
KOHKYpCbl B MIHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. OBbACHUTE MM, YTO OHM MOTYT
Cny4ariHo 3arpy3uTb BUPYCbl UNN OpYroe HexenatensHoe NporpaMMHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe geTsiM, 4TO OHM B GesonacHOCTW, eCnM camu pacckasanu BaM, O CBOMX Yrposax Wnu TpeBorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute geTtam o nopHorpadum B MHTepHeTe. lNMomorMte Mm 3awmtmutbCs OT chnama. Hayuute
NOAPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro pearnbHOro 3MNEeKTPOHHOIO ajpeca, He OTBevyaTb Ha
HexenaTenbHble NMMCbMa U UCMONb30BaTh CNeLnarnbHbIe NOYTOBbIE OUMNBTPHI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C cCanTaMmu, KOTopble NoceLlatoT NOAPOCTKN.

12. HaquTe neten yBaxaTtb OPYrnx B UHTEPHETE. Y6eanTtech, UTO OHM 3HAIOT O TOM, YTO npaswuiia xopowiero
noseneHus ,El,eIZCTBleT Be3[e - AaXe B BUpTyalibHOM MUpe.

13. OObsAcHWTE p[geTaMm, 4YTO HWM B KOEM cCrnydae Henb3s ucnonb3oBatb CeTb ANA  XyNUraHcTea,
pacnpoCcTpaHeHMs CNeTeH Unn yrpo3 Apyrum NIoLsM.

14. O6cyanTe ¢ NoApoCTKamy NpobrieMbl CETEBbIX a3apTHLIX UIP U UX BO3MOXHbIA pUck. HanomHuTe, yto
[AeTW He MOTYT UrpaTb B 3TU UrPbl COrNacHO 3aKOoHY.

lMocTosHHO KOHTponupynTe ucnonb3osaHne NHTepHeTa Bawwnm pebeHkom! OTO He HapylleHne ero NMYHOro
NPOCTPaHCTBA, a Mepa NPeaoCTOPOXHOCTM 1 NposBrneHne Bawen poauTenbckon OTBETCTBEHHOCTU 1 3a00ThI.
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